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At	the	April	2016	FY16	Q3	results,	CEO	Satya	Nadella	said	
Office	365	has	over	70	million	active	users,	with	the	number	of	
licenses	sold	but	not	used	likely	much	higher,	according	to	
Microsoft	MVP	Tony	Redmond.	

As	fast	as	it	is	growing,	there	are	still	many	who	don’t	really	
know	what	it	is.		In	truth,	the	name	is	a	bit	confusing.		It’s	good	
to	note	that	its	predecessor	had	an	even	worse	name:		
Business	Productivity	Online	Suite	(or	BPOS	for	short).	

The	reason	Office	365	is	confusing	is	because	many	folks	think	
it	is	referring	to	the	next	flavor	of	Office,	and	to	a	degree	they	
are	correct	(I’ll	explain	that).		But	the	primary	offering	is	
actually	Microsoft’s	hosted	(aka	online	in	the	“cloud”)	versions	
of	Exchange	(Exchange	Online),	SharePoint	and	Skype	for	
Business	(as	well	as	a	variety	of	other	tools	depending	on	the	
plan	chosen).			

Let’s	break	down	what	Office	365	is	all	about.	

Office	365:	The	End-User	Perspective	
Let’s	start	with	something	simple.		Do	you	have	an	email	
account?		Maybe	one	at	work	or	with	Gmail	or	Yahoo,	etc…		
That	means	you	have	a	mailbox	(or	several	mailboxes).		And	
that	mailbox	is	either	sitting	on	a	computer	at	work	(called	a	
server)	or	it’s	in	the	“cloud”.	

 

The	reason	much	of	this	discussion	is	so	
Exchange	focused	is	that	Exchange	Online	is	the	
#1	workload	for	365	according	to	a	recent	poll	
by	Redmond	Magazine.	

	



 

P5!16(!.0-4*$A!-&!$%!0!&('C('!4$/01()!01!D$'2!D(!&0+!1601!-1!-&!$%B
#'(.-&(&!*(/03&(!+$3!/0%!4-1('044+!D042!$C('!0%)!2-/2!16(!
&('C('!]*31!-1`&!*(11('!-5!+$3!)$%`1^9!!P5!-1`&!-%!16(!X/4$3)Y!1601!
.(0%&!-1`&!&-11-%7!$%!0!/$.#31('!]&1-44!/044()!0!&('C('^!-%!0!*-7>!
0-'B/$%)-1-$%()!*3-4)-%7!/044()!0!)010/(%1('!4$/01()!D6$!2%$D&!
D6('(9!!S$!g3$1(!5'$.!0!*$$2!/044()!\$73(!?$)(!*+!,0'2!
\3&&-%$C-/6!XS6(+!.-761!/044!-1!16(!/4$3)!*31!-1!-&>!-%!50/1>![3&1!
&$.($%(!(4&(`&!/$.#31('9Y!!

K010/(%1('&!0'(!40'7(>!?$&1/$!4$$2-%7!D0'(6$3&(!*3-4)-%7&!1601!
0'(!6(0C-4+!&(/3'()!-%&-)(!0%)!$319!

!
WA0.#4(!$5!0!,-/'$&$51!K010/(%1('!-%!P'(40%)!

U(44b!+$3!)-)%`1!'(044+!16-%2!+$3'!)010!D0&!-%!16(!"_a!'-761h!!
U(`'(!%$1!7$-%7!1$!)((#!)-C(!-%1$!16(!/4$3)>!D6-/6!-&!0!
.+&1('+b!X%$*$)+!3%)('&10%)&!16(!/4$3)fY!(A/(#1!1$!&0+!1601!
Q.08$%!60&!-1&!/4$3)>!O$$74(!60&!-1`&!/4$3)>!Q##4(!60&!-1`&!/4$3)!
0%)!,-/'$&$51!60&!-1`&!/4$3)!0%)!/4$3)B*0&()!&('C-/(&Z!4-2(!
(.0-49!

"$!5'$.!0!&-.#4-&1-/!#$-%1!$5!C-(D!16(!)-55('(%/(!*(1D((%!+$3'!
.0-4*$A!*(-%7!$%B#'(.-&(&!$'!-%!16(!X/4$3)Y!-&!1601!+$3!/0%!2-/2!
16(!&('C('!$%B#'(.-&(&>!*31!-5!+$3!5-%)!16(!4$/01-$%!$5!+$3'!
)010/(%1('!0%)!.02(!+$3'!D0+!1$!-1!0%)!1'+!1$!2-/2!0!&('C('!+$3!
D-44!*(!102(%!)$D%!*+!&(/3'-1+!*(5$'(!+$3!7(1!D-16-%!5((1!$5!16(!
#('-.(1('9!!Q%)!-5!+$3!)-)!.0%07(!1$!&%(02!-%>!16('(!-&!%$!D0+!
+$3!D$34)!(C('!5-%)!16(!&('C('!D-16!+$3'!.0-4*$A9!!WC('9!



 

 

"$>!0'(!D(!&0+-%7!1601!E55-/(!=FG!-&![3&1!0%!(.0-4!&$431-$%!
$55('()!*+!,-/'$&$51h!!S601!-&!$%(!$5!-1&!.0%+!5(013'(&!]0%)!0!
#'-.0'+!$%(!01!1601^9!!,-/'$&$51!D0%1&!+$3!1$!1'3&1!16(.!D-16!
+$3'!.0-4*$A(&9!!P&!-1!5'((h!!l-2(!O.0-4h!!U(44>!O.0-4!-&!5'((!1$!
-%)-C-)304&>!0%)!,-/'$&$51!l-C(!0//$3%1&!0'(!5'((!1$!-%)-C-)304&!
1$$9!!H31!E55-/(!=FG!-&!0!&3*&/'-#1-$%!&('C-/(!0%)!16(!$55('-%7&!
7$!*(+$%)![3&1!(.0-49!

E55-/(!=FG!-&!0!&3-1(!$5!&('C-/(&!1601!-%/43)(!(.0-4>!
/$440*$'01-$%!16'$376!0%!-%1'0%(1!"60'(J$-%1!&-1(>!$%4-%(!
/$%5('(%/-%7cP,c#'(&(%/(>!5-4(!&1$'07(!0%)!&60'-%7!16'$376!
E%(K'-C(!5$'!H3&-%(&&>!(%1('#'-&(!&$/-04!%(1D$'2-%7!16'$376!
W%1('#'-&(!a0..('>!E55-/(!E%4-%(>!)(&21$#!C('&-$%&!$5!E55-/(!
]-%/43)-%7!U$')>!WA/(4>!J$D('J$-%1>!E314$$2>!R$1(#0)>!Q//(&&>!
J3*4-&6('!0%)!"2+#(!5$'!H3&-%(&&^!0%)!0!6$&1!$5!$16('!&('C-/(&!
)(#(%)-%7!$%!16(!#40%!+$3!/6$$&(9!

!

"2+#(!5$'!H3&-%(&&!

P%!&$.(!/0&(&>!)(&21$#!C('&-$%&!$5!E55-/(!0'(!-%/43)()!0&!#0'1!
$5!0!&3*&/'-#1-$%!#40%!&$!1601!'016('!160%!#3'/60&-%7!0!5344!
4-/(%&(!5$'!E55-/(!5$'!&(C('04!63%)'()!)$440'&!+$3!/0%!#3'/60&(!
0!&3*&/'-#1-$%B*0&()!E55-/(!]D6-/6!-&!%$D!E55-/(!;<NF!01!16(!
*0&(^!1601!+$3!#0+!5$'!.$%164+9!!"0.(!&$431-$%>!)-55('(%1!#0+!
&1'3/13'(9!

R$1(Z!!S6('(!0'(!&(C('04!X6$.(Y!C('&-$%!#40%&!$5!E55-/(!=FG!1$!
/6$$&(!5'$.!*31!16-&!*$$2!-&!/(%1('()!-%!$%!16(!*3&-%(&&!&-)(!



 

$5!E55-/(!=FG!0%)!16('(!0'(!*3&-%(&&!0%)!(%1('#'-&(!#40%&!1$!
/$%&-)('9!

S6(!H-7!S02(0D0+&!
E55-/(!=FG!-&!0!/4$3)B*0&()>!&3*&/'-#1-$%!&$431-$%!D-16!0!C0'-(1+!
$5!#40%&!0%)!&('C-/(&!1$!/6$$&(!5'$.9!!l(1`&!*'(02!16-&!)$D%!
#-(/(!*+!#-(/(9!

N9! P%!16(!?4$3)Z!!])$%`1!4$$2!3#^!!S6-&!.(0%&!+$3'!&('C-/(&!
0'(!#'$C-)()!*+!&('C('&!1601!0'(!%$1!$%B#'(.-&(&!*31!
6$&1()!-%!,-/'$&$51`&!)010/(%1('&9!

;9! "3*&/'-#1-$%B*0&()Z!!Q!#40%!-&!/6$&(%!0%)!0!.$%164+>!
#('B3&('!5((!-&!#0-)!)(#(%)-%7!$%!16(!#40%!1601!-&!
/6$&(%9!!"$!'016('!160%!#0+-%7!0!4$1!$5!.$%(+!3#!5'$%1>!
16(!.$%(+!-&!#0-)!0&!0!&3*&/'-#1-$%!$C('!1-.(9!

=9! J40%&Z!!J40%&!C0'+!*0&()!$%!16(!&-8(!$5!+$3'!/$.#0%+!
0%)!5(013'(&!+$3!%(()9!!"$.(!#40%&!-%/43)(!0!
&3*&/'-#1-$%!C('&-$%!$5!E55-/(!;<NF9!!K-55('(%1!#40%&!
60C(!)-55('(%1!&('C-/(&!0%)!5(013'(&!1$$9!

n9! "('C-/(&c:(013'(&Z!!S6(!&('C-/(&!+$3!.0+!D0%1!-%/43)(!
WA/60%7(!E%4-%(>!"60'(J$-%1!E%4-%(>!E%(K'-C(!5$'!
H3&-%(&&>!"2+#(!5$'!H3&-%(&&>!a0..('>!J40%%('>!E55-/(!
=FG!k-)($!0%)!&$!5$'169!!!

 

U-16!044!16(!%(D!1$$4&!#($#4(!0'(!#'$C-)()!
D-16-%!E55-/(!=FG!-1`&!(&&(%1-04!1601!1'0-%-%7!*(!
#'$C-)()!1$!(%)!3&('&!&$!1601!16(+!/0%!.02(!
16(!*(&1!3&(!$5!16$&(!1$$4&!0%)!7(1!16(!.$&1!
$31!$5!16(.9!



 

 

E55-/(!=FG!5$'!PS!Q).-%-&1'01$'&!

 

!

H(+$%)!16(!*0&-/!(A#40%01-$%!$5!XD601!-&!E55-/(!=FGhY!16('(!
0'(!&$!.0%+!g3(&1-$%&!1601!PS!0).-%&!%013'044+!60C(!D-16!
'(70')!1$!16(&(!&('C-/(&9!!U601!0.!P!'(044+!7(11-%7h!!L$D!.3/6!
0.!P!'(044+!#0+-%7h!!U601`&!16(!*(&1!D0+!1$!.-7'01(h!!S6(!4-&1!
7$(&!$%!0%)!$%9!

S$!&10'1>!4(1`&!7$!16'$376!16(!4-&1!$5!2(+!&('C-/(&!*(-%7!$55('()!
D-16-%!E55-/(!=FG9!

!



 

 

Office	365	Services	

• Exchange	Online:		Allows	you	to	have	business-class	
mailboxes	for	your	company	handled	by	Microsoft.		
Microsoft	makes	sure	they	are	redundant	(multiple	
passive	copies),	available,	secure,	etc…	

• SharePoint	Online:		Allows	your	company	to	share	
documents	and	collaborate	through	workflow	tools.	

• Skype	for	Business	Online:		Provides	IM	and	presence	
capabilities,	as	well	as	online	meeting	tools	
(audio/video	conferencing	and	screen/application	
sharing).	

• OneDrive	for	Business:		Cloud	storage	to	store,	sync,	
share	and	collaborate	using	any	device.	

• Office	Apps:		Word,	Excel,	PowerPoint	and	OneNote	
Online	provide	a	subset	of	features	for	online	
document	editing	and	such.		Not	as	robust	as	their	
installable	counterparts,	but	nice	to	have,	especially	
when	working	on	a	system	without	those	applications.	

• Yammer	Enterprise:		A	business-based	social	
networking	tool	for	people	in	your	company.		Like	in-
house	Facebook!		You	can	post	messages,	pictures,	
documents,	etc…	and	communicate	and	collaborate	
with	colleagues	through	Yammer.	

• Mobile	Apps:		There	are	a	variety	of	different	mobile	
apps	to	help	you	work	with	your	Office	365	solution	
including	Office	for	iPad,	Office	Mobile	(already	
installed	on	your	Windows	phones	and	available	for	
iPhone	and	Android	models),	Outlook	Mobile,	Skype	
for	Business	Mobile	(also	available	for	Windows	
phones,	iPhone/iPad	and	Android),	OneDrive	app	and	
more.	
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Data	Ingestion	into	Office	365	

Data	ingestion	sounds	like	something	you	need	to	go	to	the	
doctor	for	because	over	the	counter	stuff	just	isn’t	helping	
enough.		The	fact	is	that	while	some	start-up	green	field	
business	cases	may	allow	for	the	creation	of	brand	spanking	
new	mailboxes	in	the	cloud,	most	folks	are	going	to	be	
migrating	from	something	else.		How	you	do	that	migration	will	
depend	on	how	many	mailboxes	you	have	to	migrate	and	what	
kind	of	solution	will	work	best	for	you.			

You	may	also	have	a	legacy	archive	solution	on-premises	that	
you	are	looking	to	migrate	either	over	to	Office	365	or	to	some	
other	cloud-based	archive	solution.		All	of	this	is	part	of	the	
“conversation”	around	Office	365	so	it	would	be	good	for	you	
to	grasp	the	concepts.	

Imagine	you	have	a	small	business	with	25	mailboxes	and	not	a	
ton	of	data	to	move	over.		You	could	move	existing	mailbox	
data	into	PSTs	and	then	switch	your	users	to	new	mailboxes	in	
Office	365	and	then	move	that	PST	data	up	to	the	Office	365	
mailbox	(perhaps	into	the	secondary	in-place	archive	mailbox	
which	is	perfect	for	PST	data).	

How	fast	can	you	make	all	of	this	happen?		Well,	the	Exchange	
Web	Services	(EWS)	has	a	throttled	limitation	for	data	
ingestion	so	if	you	have	20TB,	100TB,	etc…	of	data	you	are	
going	to	have	a	bit	of	a	hard	time	getting	it	all	moved	over	fast.		
Keep	in	mind,	you’re	in	a	multi-tenant	situation.		In	other	
words,	you	are	sharing	space	with	other	companies	on	that	
server,	so	Microsoft	has	to	throttle	each	company	to	ensure	no	
one	company	gets	all	the	processing	power.	

You	could	consider	moving	that	data	to	a	third-party	cloud-
based	archive	system	where	the	data	can	be	handed	over	on	
disk	and	ingested	directly.		And	if	you	have	a	legacy	archive	
(which	may	be	in	Exchange	data	format	or	some	other	non-
Exchange	format	like	EMLs,	Google,	NFS,	Notes)	you	can	look	
at	tools	to	pull	that	data	out	and	migrate	it	over.	



 

 

Top	10	Migration	Tips	for	Office	365	

1. Create	a	foundation	for	success.	Office	365	touches	many	
parts	of	the	organization	from	finance,	security,	legal	to	
end	users,	so	build	broad	executive	support.	

2. Write	down	the	organization’s	cloud	strategy.	Make	sure	
Office	365	supports	the	strategy.	

3. Treat	Office	365	as	a	series	of	projects,	rather	than	one	
long	project.	Most	organizations	start	with	email.	

4. Take	it	slow.	Identify	pilot	users	and	use	their	experiences	
to	ensure	a	smoother	rollout.	

5. Assess	the	third	party	solutions	that	provide	email	risk	
management	on-premises.	A	gap	analysis	will	identify	
missing	requirements.	

6. Account	for	legacy	archives	during	the	migration.	The	data	
is	too	valuable	to	not	have	access	to.	

7. Take	a	multi-layered	approach	to	email	security.	Email	
remains	the	#1	attack	vector.	

8. Prepare	for	an	Office	365	outage.	A	plan	for	keeping	the	
organization	productive	is	essential.	

9. Before	migrating,	think	about	how	to	measure	success.	
Identify	and	plan	to	measure	SLAs.	

10. Learn	and	benefit	from	the	experience	of	others.	Start	with	
peers	and	migration	consultants	that	have	seen	problems	
you	may	encounter.	

 

It’s	important	to	note	that	it’s	not	necessarily	
“easy”	to	migrate	to	Office	365.		If	you’d	like	to	
know	more	about	that	subject	please	check	out	
our	“Conversational	Office	365	Migrations”	
book	online	at	www.conversationalgeek.com		



 

 

Multifactor	Authentication	in	Office	365	
With	so	many	security	concerns	these	days	it’s	good	to	know	
Office	365	offers	multifactor	authentication.	

One	thing	to	note	is	that	multi-factor	authentication	is	not	
included	in	all	Office	365	plans.		MFA	is	provided	for	midsize,	
enterprise,	academic	and	so	forth	but	not	included	in	small	
business	or	dedicated	plans.	

Using	an	Office	365	portal	just	log	into	the	Admin	Center,	go	to	
“users	and	groups”,	click	the	little	“Set	up”	link	next	to	“Set	
Multi-factor	authentication	requirements”	and	begin	enabling.		
Once	you	‘enable’	the	user	you	are	going	to	want	to	notify	
them	about	the	process.		Note:		There	is	a	checklist	of	the	
process	for	admins	that	you	may	want	to	review	including	an	
email	template	for	enabled	users	you	may	want	to	utilize.		
When	the	user	signs	in	online	they	will	be	prompted	to	set	up	
the	type	of	secondary	authentication	they	prefer.	

The	following	options	are	presented	to	end-users	when	they	go	
to	configure	the	second	factor:	

• Call	my	mobile	phone:		When	the	user	is	called	they	
have	to	press	the	pound	key	and	then	they	are	logged	
in.	

• Text	code	to	my	mobile	phone:		The	user	receives	a	
code	that	they	have	to	enter	in	to	proceed.	

• Call	my	office	phone:		Allows	user	to	select	another	
phone	if	they	don’t	have	their	mobile	with	them.	

• Notify	me	through	app:		Can	use	a	smartphone	app	for	
notification	(available	for	Windows	Phone/iPhone	and	
Android).	

• Show	one-time	code	in	app:		Can	use	a	smartphone	
app	(same	app	just	mentioned)	to	receive	a	six	digit	
code	from	the	app.	



 

 

The	Office	365	Trust	Center	
Microsoft	knows	that	it	is	hard	to	trust	someone	else	with	the	
lifeblood	of	your	company…	data.		There	have	been	some	scary	
breeches	in	security	over	the	past	few	years	and	it	has	folks	a	
bit	leery	with	regard	to	using	the	cloud	for	corporate	data.	

To	assist	people	in	learning	all	that	Microsoft	is	doing	to	earn	
and	maintain	that	trust	they	have	established	a	Trust	Center	
for	Office	365.		It	focuses	on	how	Office	365	has	been	designed	
with	built-in	security,	continuous	compliance,	privacy	by	design	
and	transparent	operations	(each	subject	getting	its	own	tab	to	
drill	down	a	bit	more	on	the	subject).		

Note:		The	Office	365	Trust	Center	URL:	
https://products.office.com/en/business/office-365-trust-
center-cloud-computing-security		

Key	players	in	the	Office	365	space	have	been	creating	video	
content	for	a	series	called	“Conversations	from	inside	the	
cloud”	that	focuses	on	key	subjects	like	“Why	trust	Office	
365?”	with	Julia	White	(General	Manager	for	Office	365)	and	
Rajesh	Jha	(Corporate	Vice	President,	Operations	and	Services	
Engineering).		Another	great	one	to	watch	is	“Is	your	data	safe	
at	rest?”	with	Vivek	Sharma	(Partner	Group	Program	Manager,	
Office	365	Engineering)	which	has	some	cool	datacenter	
security	points.		

One	of	the	benefits	of	the	Trust	Center	is	that	you	can	use	this	
content	to	help	decision	makers	within	your	organization	feel	
more	comfortable	about	the	move	to	Office	365.		You	may	be	
convinced	it’s	the	right	move	for	your	organization	but	you	still	
have	to	convince	the	folks	that	write	the	checks	and	this	kind	of	
content	is	short,	to	the	point,	and	very	effective	in	doing	just	
that.	
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that	email	was	becoming	more	and	more	complex	to	handle.		
They	built	a	cloud-based	solution	to	the	problem	that	provided	
email	management	and	risk	mitigation	–	and	the	company	took	
off.	

Security	
Email	management	can	mean	so	many	things,	so	what	is	it	
REALLY	that	Mimecast	provides?		Well,	for	starters,	anti-spam	
and	anti-malware.		Keep	the	junk	from	ever	reaching	your	on-
premises	Exchange	or	Office	365	servers.		Mimecast’s	solution	
sits	between	your	organization	and	the	Internet	and	provides	
complete	protection	from	spam,	viruses,	malware,	whaling,	
zero-day	attacks,	ransomware,	phishing,	spear	phishing	and	
data	leaks.	

Mimecast	has	a	service	called	Targeted	Threat	Protection	(TTP)	
which	focuses	on	real-time,	whaling,	ransomware,	spear-
phishing	and	other	advanced	threats.		One	way	it	does	this	
(that	I	think	is	brilliant)	is	by	converting	incoming	documents	to	
PDF.		So	rather	than	send	every	document	through	a	sandbox	
detonation	chamber	(ie.	a	virtual	machine	to	open	that	
document	and	see	if	it	will	do	harm)	it	will	convert	it	to	PDF,	
thus	rendering	harmless	any	malicious	code	within.		And	then	if	
the	person	WANTS	the	original	document	it	can	be	sandboxed.		
A	very	creative	approach	to	eliminate	the	latency	of	trying	to	
sandbox	every	single	incoming	document.			

Mimecast	also	rewrites	every	inbound	URL	for	on-click	
protection.	And	identifies	whaling	emails	that	try	and	steal	
money	or	data.	Those	are	just	some	of	the	cool	features	in	TTP.	

But	it	doesn’t	stop	there.	Mimecast	has	a	secure	messaging	
solution	that	is	very	customizable	and	easy	to	work	with.		They	
also	have	a	‘large	file	send’	(LFS)	solution	so	that	end-users	can	
send	files	up	to	2GB	in	size	right	through	their	Outlook	client	(if	
the	plug-in	is	used).	



 

 

The	Mimecast	Secure	Email	Gateway	(SEG)	uses	several	
detection	engines	for	a	multi-layered	approach.		It	includes	the	
ability	to	deploy	policies	that	assist	with	data	leak	prevention	
(DLP)	and	content	control,	a	serious	sore	spot	for	most	
organizations.		So,	Mimecast	keeps	the	company	data	
confidential	while	keeping	the	bad	guys	out	at	the	same	time.		
And	it	does	this	no	matter	where	the	person	is	connected	
(LAN/WiFi/Internet)	and	no	matter	which	device	(desktop,	
laptop,	mobile/tablet).	

Archive	
Mimecast	provides	an	independent,	enterprise-grade	archive	
solution	with	a	powerful,	high-performance	eDiscovery	service.		
This	reduces	your	on-premises	storage	costs	because	the	
archive	ensures	you	have	an	accessible	copy	of	that	data	at	all	
times.		

Let	me	explain	this	a	bit	further	because	I	don’t	think	everyone	
understands	the	value	of	this	solution.		Using	Microsoft’s	in-
place	archive	solution	is	great	for	eliminating	PST	files	but	not	
great	for	enterprise	archive	and	regulatory	compliance	
protection.		Why?		Because	end-users	can	delete	whatever	
they	want.		And	for	that	to	stop	you	have	to	enable	a	form	of	
legal	hold	(litigation	hold	or	In-Place	Legal	Hold).		This	creates	
more	storage	bloat	but	does	stop	end-users	from	deleting	
things	permanently.		It’s	just	not	flexible	and	not	interactive.	

With	the	Mimecast	solution	you	have	email	archived	before	it	
even	reaches	your	on-prem/O365	servers.		Users	can	delete	
whatever	they	want.	Not	a	big	deal.		You	have	an	archive.		Now	
the	cool	thing	is	that	this	is	an	accessible	archive,	not	backup	
tapes	that	sit	in	a	vault.		End-users	are	given	tools	that	
integrate	with	Outlook	so	that	they	can	peruse	their	archive	
and	find	emails	they	may	have	deleted	accidentally	and	restore	
them	(no	IT	intervention	required…	just	a	little	training).		BUT…	
if	they	want	to	delete	an	email	that	may	be	incriminating…	
nope,	not	possible.		Note:		Mobile	apps	are	also	available.	



 

 

I	like	to	call	this	“preventative	litigation”.		Think	about	it.		If	you	
know,	as	an	end-user,	that	everything	you	send	and	receive	is	
being	archived,	is	non-deletable,	is	easily	located	with	
eDiscovery…	how	stupid	would	you	have	to	be	to	send	
something	inappropriate?		Hence,	preventative	litigation.		A	
strong	deterrent,	if	you	will.	

Office	365	doesn’t	have	a	point-in-time	backup/recovery	
solution.		It’s	one	reason	why	I	feel	a	separate	data	bank	
archive	is	valuable	in	the	event	something	“bad”	happens	–	be	
it	human	error,	technical	failure,	a	ransomware	strike	that	
requires	a	restore	to	a	point	in	time,	whatever	it	might	be.	

Continuity	
I	remember	at	5	years	old	being	in	the	movie	theatre	for	the	
first	Superman	with	Christopher	Reeves.		Do	you	remember	
the	part	where	Lois	Lane	falls	out	of	the	helicopter	and	
Superman	catches	her	saying	“Don’t	worry	maam,	I’ve	got	
you.”	And	she	says	“You’ve	got	me?!		Whose	got	you!!!???”		
Classic	line.		Good	question	though.	

So,	you	have	all	these	different	types	of	Service	Level	
Agreements	from	Microsoft.		SLA’s	promise	many	things	and	
one	of	them	is	availability	of	your	services.		But	what	happens	
if/when	the	service	goes	down?		It	happens.		It	happens	with	
on-premises	Exchange	and	it	happens	with	hosted	solutions	
and	even	Office	365.		Sure,	the	SLA	typically	offers	some	kind	of	
restitution	but	what	if	you	don’t	want	restitution,	you	want	
availability	of	service?		Microsoft	cannot	be	its	own	continuity	
backup	solution.	

Here	is	where	Mimecast	is	a	brilliant	solution.		They	keep	users	
working	during	on-prem	or	cloud	outages.		Like	a	backup	
parachute,	should	the	primary	not	open…	you	don’t	have	to	
free	fall,	you	can	pull	the	secondary	cord	and	glide	to	safety.	
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